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A talk about browser extensions in Chrome, why theyOre so great for web hackers and how to
build them.
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You hack JavaScript, but do you build browser extensions? Did Firefox scare you away for

good? Well, Chrome's extension platform is pretty sweet, and works with JavaScript, HTML
and CSS. We'll build and evolve an extension to help you understand how the pieces bt
together, and to get you excited about hacking your own.
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These new extension platforms are based on JavaScript, mostly. But also HTML and CSS. And
the cool new HTML5ish APIs like localStorage or geo-location.



This talk is specibcally about Chrome, but many of the concepts also apply to Safari. And
weOll hear more about Firefox and Jetpack in the next talk.



Question: What is a Chrome Extension?



AN extensionis-a folder
with &' manitest:json’ file

In essence, an extension isnOt much more than a folder that contains a manifest.json ble.

LetOs try loading a few folders as an extension.




1

""name': "'Chrome Extensions Rock!",
"version': "1.0"

}

And thereOs the manifest for our very simple extension. These are the only two required
properties, a name for your extension and a version number.

Admittedly, this extension doesnOt do much.

For more about the manifest ble, see http://code.google.com/chrome/extensions/

manifest.html




Extensions: can have
content scripts.

One of the things a Chrome Extension can do is to run scripts on the pages you visit. These
are content scripts and should be familiar, because its a concept from the Firefox-based
Greasemonkey add-on.
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Aarom Boodman //Greasemonkey

In fact, the guy who invented Greasemonkey, Aaron Boodman, has been at Google for a few
years now and is one of the guys behind the new Extensions platform. To put it di I erently,
Chrome Extensions is Greasemonkey on steroids.
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New event handling system, query delegation, and other minor fixes, refs #8111, commit b7356eb91df6dalb649f
refs #12431, refs #12432, refs #12451 !strict tree  2d728dbe296cb94915e9

F kriszyp (author)
al  April 26,2011

parent f0Babf766a8c882b74f8e

Have you seen GitHub projects that use a3  "-party issue tracker, and the tickets in the
commit messages donOt link correctly? LetOs bx that by writing our own extension.

https://github.com/dojo/dojo/commit/b7356eb91df6dalb649fb63234725f1a79a906a6




1

"name": "'GitHub Improv',

"version': "1.0",
"description': "Improve GitHub, make references to Dojo

Issue tracker In commit messages clickable.™,
"'content_scripts': [

{
"matches': ["'https://github.com/dojo/*"],

"Js' s [''ticket-finder.js']
}

]
}



1

"name": "'GitHub Improv',

"version'': "1.0",
"description: "Improve GitHub, make references to Dojo

Issue tracker 1n commit messages clickable.",
"'content_scripts': [

{
"matches": ["'https://github.com/dojo/*"],

"Js'c ['ticket-finder.js']
L

1
}



1

"name": "'GitHub Improv',

“version': "1.0",
"description': "Improve GitHub, make references to Dojo

Issue tracker 1n commit messages clickable.',
"'content_scripts': [

{
"matches': ["https://github.com/dojo/*"],

"Js': ['ticket-finder.js']
}

1
}



1

"name": "'GitHub Improv',

“version': "1.0",
"description': "Improve GitHub, make references to Dojo

Issue tracker 1n commit messages clickable.',
"'content_scripts': [

{
"matches": ["https://github.com/dojo/*"],

"Js'c ['ticket-finder.js']
}

]
}



1

"name": "'GitHub Improv',

“version': "1.0",
"description': "Improve GitHub, make references to Dojo

Issue tracker 1n commit messages clickable.',
"'content_scripts': [

{
"matches': ["https://github.com/dojo/*"],

"Js''s ["ticket-finder.js"]
}

]
}



// Only find tickets on individual commit pages

var commitShow = /(™| \b)page-commit-show(\b|%$)/;

i1T(document.body && commitShow.test(document.body.className)){
findTickets();

}

function FindTickets(){
// ..

}



Demo time

https://github.com/dojo/dojo/commit/b7356eb91df6dalb649fb63234725f1a79a906a6




Isolated Worlds:

Chrome has learned from the security problems that existed with Greasemonkey, and even
with Firefox add-ons as a whole. Each extension lives in a so-called Oisolated worldO,
meaning itOs isolated from other extensions save for a few tightly controlled communication
bridges.
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Content scripts run in
separate contexts

For example, the JavaScript inside your content scripts is evaluated in a separate context
from the page JavaScript. This means your code wonOta ! ect the page code, and vice versa.
You canOt directly call page code, and it canOt directly call your code.




Shared DOM

Luckily the page document is shared between the various content scripts that might be
running on it. That way, you can change it!




Content scripts-are imitea.
Background pages!

Content scripts are fairly limited though. They exist only as long as the page they run on
exists. They donOt have access to any permanent storage, so you canOt conPgure them. Nor
can they talk to other websites, so you canOt look up anything through an API.

Luckily, Chrome Extensions let you build background pages. These are normal HTML pages,

except that theyOre not rendered. TheyOre loaded when the browser starts, and wonOt be
unloaded until itOs closed.

LetOs build a more complicated extension.



New event handling system, query delegation, and other minor fixes, refs #8111, commit b7356eb91df6dalb649f
refs #12431, refs #12432, refs #12451 !strict tree  2d728dbe296cb94915e9

kriszyp (author)
o April 26,2011

parent f0Babf766a8c882b74f8e

So, weOve bxed this for Dojo. But surely we can Px it for other projects t00?




<Ildoctype html>

<script>

var REPOS = {

""dojo/dojo': ""http://bugs.dojotoolkit.org/ticket/",
"jJquery/jquery’: "http://bugs.jquery.com/ticket/",
"yur/yui3'': "http://yurlibrary.com/projects/yui3/ticket/"
};

chrome.extension.onRequest.addListener(

function(request, sender, sendResponse){
1T(request.repo 1n REPOS){

sendResponse({ url: REPOS[request.repo] });
}else{

sendResponse({});

}
P

</script>
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<Ildoctype html>

<script>

var REPOS = {

""dojo/dojo': "http://bugs.dojotoolkit.org/ticket/",
"jJquery/jquery': "http://bugs.jquery.com/ticket/",
"yur/yui3'': "http://yurlibrary.com/projects/yui3/ticket/"
}s

</script>
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chrome.extension.onRequest.addListener(
function(request, sender, sendResponse){

P


http://bugs.jquery.com/ticket/
http://bugs.jquery.com/ticket/
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function(request, sender, sendResponse){
iT(request.repo in REPOS){

sendResponse({ url: REPOS[request.repo] });

yelse{
sendResponse({});

}
P


http://bugs.jquery.com/ticket/
http://bugs.jquery.com/ticket/
http://yuilibrary.com/projects/yui3/ticket/
http://yuilibrary.com/projects/yui3/ticket/

// Only find tickets on individual commit pages

var commitShow = /(™| \b)page-commit-show(\b|%$)/;

i1T(document.body && commitShow.test(document.body.className)){
findTickets();

}

function FindTickets(){
// ..

}



chrome.extension.sendRequest({

repo: location.pathname.split(C'/"").shlice(l, 3).join(C' /")
}, function(options){

options.url && findTickets(options.url);

P



chrome.extension.sendRequest({

repo: location.pathname.split(C' /") .slice(l, 3).join(" /™)
}, Tunction(options){

options.url && findTickets(options.url);

P

chrome.extension.onRequest.addListener(

function(request, sender, sendResponse){
iT(request.repo in REPOS){

sendResponse({ url: REPOS[request.repo] });

yelse{
sendResponse({});

}
P



1

"name": "'GitHub Improv',
“version': ""1.0",

""background page'': "‘background.html",
"'content_scripts': [

{
"matches": ["'https://github.com/*"],

"Js''c ["ticket-finder.js"}
}

1
}



Demo time




How about we make it generic, so you can add any repo youOd like?




1

"name": "'GitHub Improv',
"version': "1.0",
"background page'': 'background.html",
"options_page': "options.html',
"'content_scripts': [

{

"matches": ["'https://github.com/*"],
"Js''c ["ticket-finder.js']
¥



var REPOS = localStorage.repos
? JSON.parse(localStorage.repos)

- {3}



Demo time




Moving.into:the
pProwser:-chrome

Content scripts are fairly limited though. They exist only as long as the page they run on
exists. They donOt have access to any permanent storage, so you canOt conPgure them. Nor
can they talk to other websites, so you canOt look up anything through an API.

Luckily, Chrome Extensions let you build background pages. These are normal HTML pages,
except that theyOre not rendered. TheyOre loaded when the browser starts, and wonOt be
unloaded until itOs closed.

LetOs build a more complicated extension.



£3 Search for repositery <input>
n paulirish/hemiS-doflerplate starting hemi/css template. 50 much goodness baked in by default

E3 nvie/gitNow Git extersions to provide hgh-level repository operations for Vincent Driessen’s branching model.

EJ isaacs/npm a package manager for noce

E3 tmpvar/jsdom Commonys impiementation of the DOM imtended t0 be platform independent and as minimal/light as possibie while completely adh.




1

"name": "GitHub Improv',
"version': "1.0",
"background_page': "‘background.html®,
"options_page': "options._html',
"omnibox": { "keyword'": "'gh'™ },
"permissions': [
"https://github.com/*",
""tabs"

1.

"'content_scripts': [

{
"matches": ["'https://github.com/*"],

"Js'c ['ticket-finder.js"]
}
1


https://github.com/*
https://github.com/*

chrome.omnibox.setDefaultSuggestion({

description: "Search for repository <match>%s</match>"
D;
Il E
chrome.omnibox.onlnputStarted.addListener( function (1
it (! lastFetch || Date .now() - lastFetch >15 * 60 * 1000)
watchedRepos = api.get(  "repos/watched/%u" ).then( function (response){
lastFetch = Date .now();
return  response.repositories.map( function  (repo){
return {
content: (repo.owner + "/ +repo. name). toLowerCase (),
description:
repo.owner + "/ +repo. name + "<dim>"  +repo. description
owner: repo.owner. toLowerCase (),
name: repo. name. toLowerCase (),
watchers: repo.watchers,
url: repo.url
I3
D;
D;
}
D;
chrome.omnibox.onlnputChanged.addListener( function  (text, suggest){
Il E
suggest(suggestions);

D;

+ "</dim>"



chrome.omnibox.onlnputEntered.addListener(function(text){
api.get(‘'repos/search/"™ + text).then(function(response){
var repo = response.repositories|O];
1T(repo){
chrome.tabs.getSelected(null, function(tab){
chrome.tabs.update(tab.id, { url: repo.url });

1
}
P
P



Demo time




GET
EXCITED

AND

MAKE
THINGS

Now, as Matt Jones would put it, GET EXCITED and MAKE THINGS!

lllustration by Matt Jones, CC-BY-SA-NC, http://www.Rickr.com/photos/blackbeltjones/
3365682994/
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